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%
Abstract ;
Electronic signature is data that is attached to a message data and serves to identify a <
person and indicate their consent to the content of the message data. In the legal system < g
of Afghanistan, particularly in commercial laws, there are regulations addressing the i
legal effects of signatures. Therefore, this article employs descriptive and analytical £
methods to examine the laws and addresses the question of what the legal nature of 2 £
electronic signature is in the laws of transaction and electronic signature in A
Afghanistan. The importance of this topic lies in the fact that electronic signatures are a g é;
new subject in Afghanistan and even at the international level. Awareness of the legal ; g
issues surrounding electronic signature can help prevent disputes in the field of z1g
electronic commerce. The conclusion is that electronic signature, in terms of their A f::
evidential value, are divided into two types: simple electronic signature and secure g
electronic signature. A simple electronic signature can be denied and questioned just £
like a signature on ordinary documents, whereas a secure electronic signature has z
evidential value similar to that of signatures on official documents and can only be ?-;
claimed to be forged. The general rule regarding electronic signature is that they have S
similar effects to handwritten signatures. These effects include: indicating the intention g
of creation, identifying the individual, confirming the contents of the document and gi
providing evidence of attribution of the document to the signer. ’
Keywords: Signature, Simple FElectronic Signature, Secure Electronic Signature,
Ordinary Documents, Olfficial Documents.
§
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"UNCITRA Model Law on Electronic Commerce Guide to Enactment with 1996.

f UNCITRAL Model Law on Electronic Signatures with Guide to Enactment 2001.

° United Nations Convention on the Use of Electronic Communications in Inte rnational Contracts.

' DIRECTIVE 2000/31/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 8 June 2000.
on certain legal aspects of information society services, in particular electronic commerce, in the Internal

Market (Directive on electronic commerce).

" DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 December
1999 on a Community fiamework for electronic signatures.
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"Art2.(a) “Electronic signature” means data in electronic form in, affixed to or logically associated with, a

data message, which may be used to identify the signatory in relation to the data message and to indicate the
signatory’s approval of the information contained in the data message;
" (c) “Data message” means information generated, sent, received or stored by electronic, optical or similar

means including, but not limited to, electronic data interchange (EDI), electronic mail, telegram, telex or
telecopy;
" Article 7. Signature

(') Where the law requires a signature of a person, that requirement is met in relation to a data message if:
(a) a method is used to identify that person and to indicate that person’s approval of the information
contained in the data message; and

(b) that method is as reliable as was appropriate for the purpose for which the data message was generated
or communicated, in the light of all the circumstances, including any relevant agreement.

() Paragraph (1) applies whether the requirement therein is in the form of an obligation or whether the law
simply provides consequences for the absence of a signature.

(3) The provisions of this article do not apply to the following: [...].
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"DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13 December
1999 on a Community fiamework for electronic signatures.
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“ Article 5 Legal effects of electronic signatures
1. Member States shall ensure that advanced electronic signatures which are based on a qualified certificate
and which are created by a secure-signature-creation device:

(a) satisfy the legal requirements of a signature in relation to data in electronic form in the same manner as a
handwritten signature satisfies those requirements in relation to paper-based data; and

(b) are admissible as evidence in legal proceedings.

r. Member States shall ensure that an electronic signature is not denied legal effectiveness and admissibility

as evidence in legal proceedings solely on the grounds that it is:

— in electronic form, or

— not based upon a qualified certificate, or

— not based upon a qualified certificate issued by an accredited certification-service-provider, or

— not created by a secure signature-creation device.
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"" Art6.3. "An electronic signature is considered to be reliable for the purpose of satisfying the requirement
referred to in paragraph 1 if: (a) The signature creation data are, within the context in which they are used,
linked to the signatory and to no other person; (b) The signature creation data were, at the time of signing,
under the control of the signatory and of no other person, (c) Any alteration to the electronic signature, made
after the time of signing, is detectable; and (d) Where a purpose of the legal requirement for a signature is to
provide assurance as to the integrity of the information to which it relates, any alteration made to that
information after the time of signing is detectable”.
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“Art2.2 advanced electronic signature’ means an electronic signature which meets the following
requirements.
(a) it is uniquely linked to the signatory,;
(b) it is capable of identifying the signatory;
(c) it is created using means that the signatory can maintain
under his sole control; and (d) it is linked to the data to which it relates in such a manner that any subsequent
change of the data is detectable;
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1v)  Winn. K.Jane and Writht. Benjamin. (2002). The Law of Electronic Commerce.
14)  UNCITRA Model Law on Electronic Commerce, Guide to Enactment with 1996.

19)  UNCITRAL Model Law on Electronic Signatures with Guide to Enactment 2001 .

r.) DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 13 December 1999 on a community framework for electronic signature.




